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Cyber Security Awareness
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KuBepvo-aopdAeia otnv NavtiAla

The Canada‘s Project

Access control (éAeyxog tpdoPaong): dacaAlletat dTL Ta evaloOnTa dedoUEva KABWG
kot to VAKO (hardware) Ba elval tpoofdotpa pévo and e€ovslodotnueva dtoua.

Network design(oxedlaopndg Siktvov) : vobétnon uetpwy acpalislog pe Pdon tov
kivluvo, €Tol wote Ta dedopeva va elvat vat Lev TtpooPActia, AAAd Kol Ac@aAn.

Intrusion detection (aviyvevon e€w0PoAnc): pétpa mou Oa divouv Tnv duvatdtnta
EVTOTILOOV ELCPOAWY OE EvVa TTANPOWOPLAKO GUOTNUA.

Communication security (aoc@dAgia eTTIKOLVWVLWY): Slac@dAlon OTLN eTtKovwvia

Ba ylvetal pe acpaAr] Tpomo Kat dev Ba vTtdpx el KIVOUVOG LTTOKAOTIG GLVOUALAG.

Governance (dlakuBepvnon): B€omion mAaloiov dtayelplong, cvumeptiaufavougvou
TOU OTPATNYIKOU oXedlACTOV, TN OECUEVON TWV EPYOlOUEVWY OE CUYKEKPLUEVEC
OUUTTEPLPOPESG KOl  OUYKEKPLUEVEC TIOAITIKEG  OAOCW@AAELAG  TTANPOWPOPLOKWY
CUCTNUATWY
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Cyber Risk Management

TradeWinds . 6 Novelnber 2015

| Cyber risk man
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agement — a new OPA 907?

Prevention and response” are at the heart of the US Coast Guard (USCG)'s tough
new ‘Cyvber Strategy’. writes Joe Walsh, partner at law firm Clyde & Co

he U8 Coast Guorid (USCG] recently pac-
Hehed ir= “Cyher Somategy” o responss
to what it perocives to be one of the most
serjous threwts o netione] econonsic ol
weronity fnkerests,

Cerralnly, the 11503 s nac 2lone in this casse. Ace-
ng o culls freon vardaus moritdme sectoos, the Lo
temmAtional Maritime Organizarion (VO has also
pecognised the cthreat te global macithoe safety axd
commeree ol 8 expected o review industry recoom-
rmended guidelines ot the 96th geagion aof its Maritime
Sa [ty Coanarmi tree (MSC] o Moy next yessr,

The UTSCGYS Cyber Stratepy oy, hovwever, be o ms
for catalyst in forging a new standard of care. Rely-
ing hegviiy oo s core operacing concept of “preven-
tion and responne”, Lthe strstegy smanutes from aod
peThaps plugs holes in the Masicdime Transportotion
Sectrioy Act of 2002 (MTSA) enacted after the avenrs
af 9{1L.

MMTHEA gronts the USCG broad orisdhicoom end oo-
thority owver any Yincdent resultng o o significant
loage aff e, eryviroonmental lanage, ransporretion
mpatem disTuplion, or ecorrombe dissoption In o par-
Hewlar area”. The IECGES position iz thaz WTSA pro
videy 1t with cho aothority oo dewelop and implemonr
a Cyber Siratepy—in efect direciing the fermautlintlon
of hest practoss or 3 mew stondord of care for an o=
gaplsation in managing oyber rtisks.

Toperher with MTSA, the DSOG's Cyber Sirslegy
lopks and Feels similar o the “preseotion aod Te-
epanse” fonctions assooated with che Oid Pollution
Ace of pen (OPA D0 For example; the sirstegy obl
gates the TEOG Lo enllaborste weith indusiry on eyber
issnes aing kOes marltboes sEsrurny commlitess o
provids recommenddnions for arsa maritimes security
plans (AMSF S and the Mational Mardtdme Transporta
Gow Flan (MTSE L OPS 80 eccsblished harbear safety
committess to help develop ares contingency plamns
and The Masional Contingengy Plan.

Phosee CL=CE & CT

" EYBER WARNING: te Walsh,

s afecials  chovged with implemearing  the
FETREEEY TToposs an -oTganisstion ondestoling o
“risk-hased assessment” in mnodem with Yperform
mnce stardends™ — perrs ol too faniliae po these whn
recall the creatinon of GPA =0,

L5 dimplementers also suggest that "exercises”
muiglit serve ks & means to ilentfy procsdices neces
sury to resparnd too@ cyber event for inclosion dooo an
eisting ssmurity, naroral disaster, or emironmenial
response plan., They suggest that orgunisations des
g res pomEible indftrdaals and & teamm of special
Ists o pgsess cyber yulnsrabilicies, and, if necessary,
to respond bo an lncddent bovolviog o oyber nexus
PA o0 also imwhees requirements for drills aandl E-
erciges, the implementacion of vessel wmnd Taclaly
— regporse plaks, and the desigoation of gralifi=d
tedividuals, which led to the lnventions pd spill mam
REETANT TeamE (ST and ofl spill reaspomes orp @ ni-
safrons (CISHOE)

While stmilaritZes ta OPA 80 ozay exise, chere are, at

lesst for meow, sigmificant diffrmoncoes, Flrethy, the Cyber
Strsdewy lu [ust thot, u strstegy, It does pob have the
Enece of 1o — yet The TSOG, hosnees, oonpr-soon formen-
late a navigatian and vessel inspectioms cireular (NVIC)H
ecifering “puidance” a8 to how cyber tisk management
fits into MTSA Man-complinnee with o WV lo mot o
wrindation of the law itsed but = often viewied as condiace
Lsedamer thee ocepioed o expected standand of cure,

The Third Clreuil |Court of Appenls| recensly opdoed
thas the EBck of Sreemils and cther cyber s=eurity
paEREUes mMAay e an anfeir bosiness practice by a hao-
tel elenin dn vialatien af the Pedersl Trads Conumilesalan
Suor (Freal siding with the Feder] Trade Commissian
wvon tThough the FICA does notf specifically meqoire
such messures, The cowrt polonowledped e epency's
interpretasion of bis swthoerity under that statate.

Tluss, while MTEA itsell i muthor generic and does
o apoecifically address oyber threats, non-compli-
ance with o cpbec-focused MVIC Sould serve a0 o baxis
far imposing civil or perhaps even oriminol penalties,
mik to mention lisbilivies inoorred from the wndeciy-
ing pywenl.

At this fmctore, it is clear that the USCG viows oy
ber risk prevearion and response ag aperational e
sponsibilivies of manage naent, oot te IT deparioent,
Leadership will be exrpected tr estahlish g reasooably-
viable cyber rdsh managemment programome, ane Fhat
Inchaded continuons assessmanl, eo-ordinated plan
auizayy, iovesment, benchmorklng, tralnding, and poa-
by rixk transierence; ior prample, oyber insuramnes,

roet =5 CHPA A0 received foruses attention on pre
yarion and response, commercial mari i e
enis wikld nawr be best served tos (1) asseas pod aolte-
eate their petontial cyber valnembilisies jelaced
neswark scces and dutn protection [Freventian);
and {2) cansider und plan how oo respond to @ oy-
bezr ewent chas might precipitace or Dl comcuriemEt
with o sufe=ry; secority or environmental incident
dresponsrl,




ISM Code & ISPS Code
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¥ %ﬁ EU Cyber Security
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The 3rd Annual European

CYBER SECURITY CONFERENCE

1 OCTOBER 2015 / Thon Hotel EU. Brusseis




The EU Draft NIS Directive

The Network and Information
Security Directive

Want to take part?

Shape 6L Cybersecy
pracﬁeeﬁuan the Hﬁtﬂ
Platform




Cysm Security Management System
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P 95th session 14 Apnl 2015
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MEASURES TO ENHANCE NMARITIME SECURITY
= Cyberphysical relationship in port security
> Regist il
i Tnheag El CYEM projeot  "Collaborative Cyber/Physioal Seourity Management System”
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- e H Submitied by the European Commission e T
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Rt —— Executive summary: This document provides information on a project funded by the
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=g tta i i : :
i I securty related to the cyberelemenis of port infrastrudure . -
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YTtdpyovy AVCELS;

H vauui\laxg Brounyavia mpemel va EVOWUATWOEL ™y
KATAAANAN AULVA GTIC CTPATNYLIKES TG YLOL VA UTTOPECEL

el XElplG‘tEl TIG ana)\sq oTOV Kuﬁepvoxwpo H scpapp.oyn
™e KATAAANANG dpuvag meptdapfavet Ste§odikoug eAEyyoug,
OTWCG:

Eykatdactaon antivirus AOylGUKWY

MoATIKA Yl TNV Ao @aAr] AELTOLPYIA KOl GLVTAPNOT) GUCTNUATWY
Ac@aARG OXESLAGUOG KOl AVATITLEN EQAPLOYWY KOL GUCGTNUATWY
EvaieOnrtomnoinon twyv vtaAAjAwy tov epyadovtal 6T VAuTIALaKY Blopnyavia

AlacAALon TwV AUEVWY TTOV XPNOLOTIOLOVY KATA KUPLO AGYO
OLUTOUAITOTIONUEVA GLGTHHATA YLa T Stakivnon gopTiwv.




EvaioOntomoinon Kat
eKTtaidevon Twv
gepyadouevwy otn Navtidia.

‘Eva yevikd mAaicio facil{duevo
O0TOV KivéuVvo yla Ta vtdpyovta
TPOTUTIA KOUL TIG KATELOUVTHPLEG
YPOUUES Bact{Ouevo GTIG
TPEXOVCEG TTANPOYOPIES KL TIG PEATIOTEG TTPAKTIKEG,

Mpoctacia Twv CUCTNUATWY GTOV KVBEPVOXWPO avTILETWTI{OVTAG TNV
AKEPALOTNTA , TNV EUTICTEVTIKOTNTA Kat TN dla@eciudtntd Toug.

KaBoploud KatevBuvtripuwy YPaUIWY GXETIKA UE TN Slaxeipion Twy
BaoIKWY TANPOWOPLWYV, TTPOKELUEVOL va StatnpnOein
ETUYELPNOLOKN LKAVOTNTA GTOV KUBEPVOXWPO. w




O&nyiec Il

e [lpootacia and un e€ovolodotnuévn
TPOcaon oTa TANPOYOPLAKA CLUGTAHUATA.

*  AvAnTtuin CUCTNUATWY TAPAKOAOVONGNG
TNG ACPAAELAG OTOV KUBEPVOXWPO.

e  Avantuin Twv oXediwv EKTAKTNG AVAYKNSG. \nj
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